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All of society now runs on computers
(not ours)

IT is more important than ever. And the
world is also far scarier today

Governments have a leading role in
improving things
(industry is not going to do it)
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5G: The outsourced elephant in the room

8 Jan 20 2020

This article is part of a series on (European) innovation and capabilities.

In a break from the usual GPS/Galileo, DNA and C++ posts, here is a bit on 5G and national
security. It turns out that through PowerDNS and its parent company Open-Xchange, we know a
lot about how large scale European communication service providers work - most of whom are
our customers in some way.

In addition, in a previous life | worked in national security and because of that | have relevant
knowledge of how governments (your own and foreign ones) “interact” with telecommunication
providers. So what follows is based on lived experience.

Note: this article is mostly about Europe. Considerations and conditions in the US and the rest of the
world are very different.

Telecommunication is what makes the world go round, and with everything moving to the cloud,
any breakdown would severely disrupt our economy and safety. So it makes sense to think hard
about this vital service to our society.
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“That cloud and Al of
yours come out of our
machines exclusively”
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Exclusive: US threatens new ICC
sanctions unless court pledges not to
prosecute Trump

By Humeyra Pamuk
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December 10, 2025 1:16 PM GMT+2 - Updated 22 mins ago
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The International Criminal Court building is seen in The Hague, Netherlands, January 16, 2019. REUTERS/Piroschka van de Wouw Purchase
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Digital Autonomy

Digital Commons will
always enable you to
have Digital Autonomy.

But the other way around
is not necessarily the
case.

This makes Digital
Commons even more
important!
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We now have a legally binding 90% GHG reduction target: 85% domestic
cuts + up to 5% international credits.

This is an ambitious and pragmatic agreement that brings predictability
and flexibility for everyone.
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The Netherlands shuts off _
Google tracking on spy job This took three years

listings

Government recruitment site ran Google trackers on intelligence service job

ads, raising security concerns.
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Our most basic functions are now so Digitally
Uncommon that we have very little effective control
over what is going on!

Why do we need big tech to talk to our citizens?

Why do we allow them to hijack our interactions?

These basic things should be Digital Commons,
with tremendous transparency & control



Wikipedia

OpenStreetMap

C, C++, Rust, Python
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e We are losing the web




Perceived, but false digital commons

3 YouTube € piscord
8 QDrive

Google Docs

»

X 3¢ Bluesky OneDrive

And we must address these all!



Email as a (former) digital commons

e Open standards!
e Many open source implementations!
e No need to join any structure or entity to take part!

e 2025 reality: less than 95% of your email arrives, unless you are a customer of
Microsoft, Google, Apple or Amazon

e Big players randomly block non-big player email
o No recourse
o No appeal
o No communication even
o They blame you, and ridicule you for not sticking to their secret rules

e Effectively, email is now a walled garden
o Unless you can stand to sometimes not be able to email
o Or are ok with losing 5% of your messages



For successful Digital Commons use:
1) Open technology / standards (&)
2) Open implementations (&)

3) No gatekeepers, or gatekeepers with open governance

4) (Also) provided as a service, or with integrator (&)
5) With actual marketing and sales ()

6) Good without excuses (&)



P . What we in the open world are messing up in
subscribe to mailing ist trying to compete with big tech

Schrijf in voor nieuwsbrief 3 May 18 2025
ay

Our societies and governments now largely run on American proprietary big-tech platforms.
Many of us want to decrease this dependency, or even end it altogether.

This article is part of a series of posts on (European) cloud challenges.

Everyone in the open tech scene is full of good intentions and we all want to improve things, but
mostly we are not succeeding. By our nature, we would like to build fun, open, federated, and
standards-based things. But that's not enough — that's not what the world is waiting for (right
now).

At the first “your stuff is weird, why is it like this,” you've lost almost everyone. You get no credit just because
your solution is European or Open Source or both. Quite the opposite. Your stuff has to be more beautiful
and easier to use than what Microsoft and Google offer
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What to do?

e Building a European community of public, private and civic
stakeholders

e Facilitating access to funding, including via a physical and online
one-stop-shop and expertise hub

e Offering legal and technical support for maintenance and scaling

e Providing policy advice and awareness-raising

e Coordinating and participating in concrete multi-country projects
anchored in digital commons

e Hand out an award!

| have a few recommendations



Governments very much DO NOT like to be the first to do something
o Find champions in use of OpenStreetmap, PeerTube, BigBlueButton/Jitsi,
Mastodon etc and promote their good work
o Norm setting: DC-EDIC should be a living example of Digital Commons!

Current Digital Commons community very idealistic (as they should be)

o Educate them on what governments also need (which is not a free Mastodon
server) and how users should not experience barriers

Protect/rebuild the email digital commons by bundling delivery complaints to
Digital Uncommons emailproviders, and providing publicity

Educate governments to at least ALSO share their stuff on open platforms (no need

to rip out everything first!) @ {»PeerTube



“If you come at the king, you best not miss"”

People, rightfully, hate any kind of IT change. You
need to be a huge success to ram this through!



Digital Commons are a bigger goal than Digital Autonomy, but they also get
you Digital Autonomy

Currently almost everything is Digital Uncommons
o Including government communications & email

There are great Digital Commons out there already, and the standards &
software are pretty good
o However for DC success we need more

DC-EDIC is in a great place to address those gaps & spin up the adoption &
improvement process, plus educate government & industry

Ponder addressing issues that are within reach first, and take over the world
after that

GOOD LUCK!
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