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1999 - 2020



Who controls the internet?







1:100





“That cloud and AI of 
yours come out of our 
machines exclusively”



Then senior scientist at the US NSA Bob 
Morris on how to decrypt data:

"First look for cleartext.  You'll 
usually find it."



2025-2029

100,00% of all 
municipalities, banks, 
notaries public, law firms

Some 
ministries



:-(

BTW/VAT!



This really is weird

Lawfirms have to host their 
lawsuits against Microsoft on 
Microsoft servers

Governments make policy on 
US, on US servers

A whole continent that is 
unable to store its own data



OneDrive









https://cert.europa.eu/publications/security-advisories/2025 

https://cert.europa.eu/publications/security-advisories/2025


This is all UNACCEPTABLE.

Literally a risk that can not be 
“accepted” © NCSC Webinar, 
2026-03-30



Encryption that was strong… but not TOO strong



“Skype was created by Niklas Zennström, Janus Friis, and four 
Estonian developers, and first released in August 2003. In 

September 2005, eBay acquired it for $2.6 billion”





“Weapons from a more civilized time”

● DES
● GSM
● TETRA/ETSI
● Crypto AG
● Philips Crypto
● Dual_EC_DRBG 

○ TLS “extended random”
● "Bullrun"
●  NIST curves? 

○ Perhaps not 





● VPN Pixel by Google
● (Facebook Onavo)
● Apple Private Relay
● Microsoft Edge Secure Network VPN

“But we aren’t 
telecommunication 
companies”

Makes investigations real 
hard…



End to end Encrypted

Double ratchet, super nice!



End to end Encrypted

Cleartext backups! Cleartext backups!



Commercial surveillance
“We’re lovin’ it”

The bulk of websites and apps snitch on 
everyone all the time



(“ATT”)





Is it encrypted? And well?

The OpenRTB spec still "recommends" against use of HTTPS (2.2 
Security)











Why did Apple continue to do zero-click 
display of images and PDFs from 
untrusted sources? Including a whole font 
rendering language?
Outside the sandbox?



“The stalemate”
(maintaining US access to 

most data)



Why do we allow this to 
happen?

Historical Reasons, not just laziness



“Get Meta to scan Europe’s deepest secrets & report 
us to local police. SOME politicians & government 
people get an exemption” 







The US has ample access to “encrypted” 
data. They do not have our problem. They 

could already help us also. They have data 
on all Europeans



It is theoretically possible to standardize and 
legislate access to supposedly end-to-end 

encrypted data.

However, will take >5 years of transatlantic 
cooperative standard setting and political 

negotiations



But are they any good at it in the US?





“Salt Typhoon”



DUAL_EC_DRBG & RSA BSAFE was a 
disgrace



Summarizing

● It is effectively impossible for “normals” to communicate/author documents 
without their data ending up in (effective) plaintext on US controlled servers

○ Try it!
● This is maintained through an ongoing evolving stalemate between USGOV 

and large communication providers (Apple, Google, Microsoft, Meta etc)
● Encryption is mostly between users and the servers accessible to the US 

government. Postquantum straight to the NSA!
● Advertising networks feed into this network too
● US appears however to be that great at execution anymore
● EU has some feeble efforts going
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