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Governments are 
coming to help us 
make more secure 
stuff!



NIS

NIS2

DORA

CRA

2xCSA

GDPR

PLD







If at this point you are angry, I get it



Thanks to BS EN 13772:2011, EN 1021:1994, EN 1021-1,  EN 1021-2

https://skeptics.stackexchange.com/questions/33150/is-there-an-eu-regulation-which-
says-flags-must-be-from-non-flamable-material 

https://skeptics.stackexchange.com/questions/33150/is-there-an-eu-regulation-which-says-flags-must-be-from-non-flamable-material
https://skeptics.stackexchange.com/questions/33150/is-there-an-eu-regulation-which-says-flags-must-be-from-non-flamable-material






https://www.wired.com/story/oldsmar-florida-water-utility-hack/



https://googleprojectzero.blogspot.com/2022/03/forcedentry-sandbox-escape.html
https://googleprojectzero.blogspot.com/2021/12/a-deep-dive-into-nso-zero-click.html

https://googleprojectzero.blogspot.com/2022/03/forcedentry-sandbox-escape.html
https://googleprojectzero.blogspot.com/2021/12/a-deep-dive-into-nso-zero-click.html




Politician’s view: it is 
like there is a huge 
arson problem, 
houses keep burning 
down







We can’t credibly claim things are going 
well. “Cyber” must become more secure.

“Everything is on fire and we admittedly 
ship highly flammable products”

Governments are coming for us.







Regulation!

Known: Vertical regulation of cars, planes, healthcare, spaceflight etc

Current status is that being hacked or shipping incredibly badly protected 
stuff is somehow allowed & you won’t get blamed

New: horizontal regulation of everything ‘cyber’ or ‘with digital elements’

Three kinds + 1:

● EU Radio Equipment Directive, EU Cyber Resilience Act: Sorta product 
legislation, put requirements on hardware and software

● EU NIS2, EU Cyber Solidarity Act, DORA: Rules on services, continuity, 
preparedness 

● GDPR: Rules on data
● Renewed Product Liability Directive: pay up for broken software

https://www.euractiv.com/section/digital/news/european-parliament-tries-to-accelerate
-on-product-liability-rulebook/



Upcoming regulation

● NIS2: All about services, including those provided by governments
○ Implementation of legislation ongoing, consultations ongoing, active end 2024 (?!)
○ All about having plans.
○ DORA: Digital Operational Resilience Act, for financials

● Cyber Resilience Act: rules for products, including lots of audits
○ Still political. Would be active in 2025/2027 timeframe

● Cybersecurity Act: an EU-wide cybersecurity certification framework for ICT 
products, services and processes

● Cyber Solidarity Act: Mandatory disaster recovery/incident preparation for 
some sectors

● New Product Liability Directive: Pay up for broken software too

https://digital-strategy.ec.europa.eu/en/policies/cyber-solidarity



NIS 2: THE RETURN OF 
BRUSSELS

● Big changes:
○ “Brussels” determines rules that say who NIS 2 will apply to:
○ Simpler criteria: 

■ If you provide Important Services, you will be an Important Entity
■ If you provide Essential Services, you will be an Essential Entity

○ Some explicit listings:
■ Internet Exchanges
■ ccTLD operators
■ Large scale authoritative servers
■ Large scale DNS resolvers
■ Data center service providers
■ Content Delivery Networks
■ Government services

● In short: this will apply to many of you
○ Even if you are not in the EU!

NOT YET SURE WHAT THE 
REQUIREMENTS ARE!



What does it mean?
● Must report incidents Pretty Damn Quickly
● Implement the following measures:

○ Risk analysis, security policies
○ Incident handling
○ Business continuity & crisis management plan
○ Know dependencies on your service suppliers, be sure they also have a plan
○ Plan for vulnerability handling & disclosure
○ Testing & audits of effectiveness of cybersecurity measures
○ Use cryptography and encryption

● If you don’t, there can be: Warnings, Orders to fix, Fines, Criminal 
Procedures, Orders to cease doing business, Bans on persons from 
management (!!)
○ There can also be on-site inspections, even unannounced, in case of 

problems
● If you are essential you need to have these plans ready for inspection. If you 

are important you’d better have had these plans ready if you had an incident.



Interaction!

● Existing vertical regulations get you presumption of conformity in EU CRA
○ Medical, cars, planes etc

● Complying with NIS2 continuity requirements means having to use EU CRA 
certified equipment/software

● EU CRA attempts to “bake in” GDPR into your hardware software: can only 
log and process data required for actual operation

● For product liability, you would be in a bad place if your products/services 
did not adhere to NIS2/CRA etc



What the EU Cyber Resilience Act covers

● Any connected piece of hardware, almost every piece of software sold for money 
OR DATA. 

● Either the producer is compliant, or the importer/distributor/seller has to validate 
compliance

● Producer is 100% on the hook for its own code
● Must perform due-diligence on sourced components

○ Intensity of due-diligence is variable but not precisely known
● Critical products (definition is not very useful) most undergo third party audits by 

“notified bodies” (think Tüv etc)
● Does NOT cover services themselves directly
● Industry must write a standard for compliance, until that time ALL products 

must undergo third party audits
○ (in flux)





You will not be able to buy 
non-compliant products. 

People will not sell you non-compliant 
products.

For NIS2, you must buy compliant 
products



GDPR









Further things

● 3? 5? Longer? Years of security support
○ Maybe 10 years for some products
○ Would be nice!

● Reporting vulnerabilities to governments
○ Not all of them friendly
○ Not all of them known reliable at keeping secrets
○ Worrying

● Reporting ongoing exploitation to governments
○ Again - issues where you might HAVE to report to government X which is not allowed by 

government Y.



The Open Source Problem

CRA DOES NOT APPLY TO YOUR HOBBY OR 
ACADEMIC OPEN SOURCE PROJECT

Who does the due diligence for OpenSSL? Linux? SQLite? 

Electron? Android? Jquery? Angular?

Grub?



Will it help? Is the lack 
of rules the problem?



This was a dumb 1990s security bug





As another example, it is widely known among security professionals that the security 
of the Microsoft Azure cloud is balls. See for example 
https://www.lastweekinaws.com/blog/azures-terrible-security-posture-comes-home-to-
roost/ - but clearly this does not matter to anyone. Azure is a very popular destination 
with big enterprise. Put all your secrets on there! The cognitive dissonance is so huge 
that news of Azure’s terrible security is widely ignored. We’d rather not talk about it. 

https://www.lastweekinaws.com/blog/azures-terrible-security-posture-comes-home-to-roost/
https://www.lastweekinaws.com/blog/azures-terrible-security-posture-comes-home-to-roost/


In 2018, we learned that if you share CPUs with other people, it is entirely possible to 
retrieve secrets from those other processes. Since 2018, the Spectre and Meltdown 
vulnerabilities have been joined by loads of additional ways of eavesdropping on 
other tenants. It appears fundamentally impossible to share CPUs among different 
users without leaking data. Yet we do not talk about this. See 
https://en.wikipedia.org/wiki/Side-channel_attack 

https://en.wikipedia.org/wiki/Side-channel_attack


EU CRA will HURT Fortinet, as will PLD



Problem is not lack of 
rules but lack of care.



New regulations will:
● Make your life more difficult
● Give you greater leverage on your management 
● Make it possible for management to be prosecuted / fired if they ignore security (!!)
● Allow you to kick vendors where it hurts

It will be painful:
● Too much regulation at the same time

○ Not enough auditing capacity, not enough learning/tuning
● Quality of implementation is worrying or at least a challenge

But: I think you can use this to effectively improve security

https://berthub.eu/articles/posts/eu-cra-secure-coding-solution/ 

https://berthub.eu/articles/posts/eu-cra-secure-coding-solution/


More EU regulation: 
Tomorrow 11:45, 

“We need better regulatory tools for cyber 
resilience”

Yangtze track

Angeline van Dijk, Ludo Baauw, Michiel 
Steltman, Jacco Jacobs
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