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Reuicnr RHUL

Ue.lchte heer Petcrs,

i)e Ft.rcsregio RotÈerd,in: heei: hr; qie staatrsecrctaris vdr Verkeer en W;:tc.steat bii b"icí
van 36 oktober 2-OO/ hef vÊrroë{ ingcdrend am ht-:ï f.lVÊ rn de ?.ottercarrrse rnetro :rit 1c,.

zetten. De staat:isecrelrris heef'- in haar brreÍ var 2l! ;:r:gustul 20t]fi nogm.taiS l.et
r:verzichl r'afl ei:;erl t€Seven, tl'Éarann vald;ar mnet zrjn vocrdlt lnr r'*t rrcrToek uitn dr'l

stadrregio RoíLerdam'rolda;n kan worden.

EÉn var deze criteria betreít het aspect beveiligirg. Êe beoorCelrns dtr. : ,,lir\4r'.,.rn Cii
aspect virdt in dit stadiunr nlaa+.s door review var' (1 I het regiorraal n:igralieplar
(fraudebcheersing) cn (2) het nlan r,.an Àênpak voor de reelisaiie r,,ên fiet bereikert r,;rr
miBratiegcraedheid co'rforr'. cír-. FiHUL confua-expertise \ian apíil 2008. \t&W s[elt

Boecikeuíing uflfl rrr/ Àanvr.rd8.l{henkeliik van zonrel de voong.rng op het landeliikr vlak
;rls rrr de rëgio Rotterdem.

Seide plendocumentec ziin inmiddels cioor Royal Hcllorvay University Londor (RH'iLi

Setoetqt- ïl t er Rti l' hetrben tiJiens ríe rcvier.,r door R H Ut- een 'ee(s vragêll vaÍ R-jU L
beantwqerd. í)eze .rntweorden heeft RtlUt betrokken bii het {inalisererr van haar
ràFlportagc 'Revielv of the Projcct Plan and Regional Fraud marragerne':t Plan bv RHJL'
van I september 2O08. Op dtrsdag 23 septembe: ir-.eft Ven\rV de inhoud var dit rêt.ecrt
met "ÍLS besprnl<en r:n oD vÍïid3i,g 26 septerr'ber is de rapportage van RHUL orderieel 'rar
besprei<ing gewee:tdie ik net reurouvt, Balieu {SRR) err de heer Peters (RETI heh 6ehad

Om tot een afronciend oorceei te knrner: over het criterir.rm he'.'eiíÍFin4, leg ik hct
volgende aan ïLS ên RE? ïroor.
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Dc conclusics en aanbevelingen uit de rapportage ,ran het RHUL kornen er in hoofdliinen
op neer dat de plannen in |tin lig6en met de criteria die door VenW eijrt gesteíd en die in

het rapport van de contra-expedise zijn benoemi. RHUL advkeert daarbii een viertaÍ
zckerheden te vragen. lk neem dit advies ever en verzoek u mii zekerheid te ge'ren

omtreat onderstaande punten, ctoor mij een gezamenlilke schrifteÉijkê r€ec'l.ie te sturcr
waafln

1l l"lerhevestigd worrjt dat het migratiepiar z:iei later dan iunl 20O9 ge reed is e' ter
toetsing aan Ri-JUL kan worden aangeboden.

?) Ílevestigd wordt dat de door u gehanteerde kernbegríppen zoab MFM. SRfdr.

project plan err migration plan inhoudelijk overeenkornen met de definrties en

verduidelijkingen die RHUL geeft in het contra-expertise rapport (april 2OO8) en

haar review (september 2O08).
3) Bevestigd wordt dat de periode tussen (otterdarnse heëindiging rran het Nt/B e*

het opleveren van het mÍgratieplan riet langer dan zes maanden zal heriragen
4) Bevestigd wordt dat het fraudemanageíïrent conform het regionale

fraudemanagemert páan operationeel zal ziin voordat het NVB daadwerkelilk aal

worden uitgezet. inclusief de desbetreffende 'obligations' die in de review zrin

beschreven overeenkomstig urt' antwoord ir Appendix A.

Cezien de <rocr u gevra.:gde te:mijn venoek ik T'-5 en Rf;T in een gezamenlijke reactie mii
voor / oktober 2008 cle gevra.rgde zekerheden te ver:chafÍen- lk vereoek u daarbij tevens
aen te geven welkê controlemechanismen binnefi rw en de oveíige betrokker or6anisÀiler
worden gehanteerd oÍh lÊ ',i èíuêkeren dat blijvend aan de gesteidc eisen zel r,'rord('n

voldean Om dere redefi stuur ik Ceze urief ook aên de heer Kor var ?r'an: l-ink Systemr'

\tcor ''i5 oktober 2OOE zal ik u vrnrolgcns laten wetcn of uur inhoudelifke reactle rtl
voldoende zekerhcid geeft onr het uitzettcn van het NVÍl !n de Rotterdem:e n'eïrc nief ,jit

tc stollcn om rc(sflsn van beveiliging.

Fen afschrift ven deze brief stu;r ik aan de Stadsregio Rotterdam

Ivlet vnendeÊifke groe

L\Ê TJ IRS4TEUR CËTÍLRAAL fu'ïOB ILrÏEIT.
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.AppendixA

{brrs€t r€sp$ns-e Ê.t: the RHU[, review q]É. íhe F]reject Ë]lan arrd.

the H.sttend*na F'raud ManagernenÉ Plnr*

-l Scptcnrbur 200Íi

(-i tt ttt: rul rnrndrltt

'I'his respcrnsc c(-)n()q:nrl thc Rï'ilil- report "llcr:iew rtf tke Pntint:t Flal and Regional l'r<tui
Manugemenr l/an" and tilking into accor.rlt the rcmarks made in a clarifying telephone contêrence

tf ! Septenrher 20Otl. This responsc tlccs not s(xk tt) Ër)Htment the RHq-lL rcvierv. hut outlines

','rhr:rc acd horv Êhc Prolccr Plar: a-nd *re Fïaud lVlirnagc*rcatt Flan will hc- improyed in responsc {rr

lhe revieu'. 'l'tris clraft rosponsr] har heen prcpared by'I'LS and Í{b'.['and is marle available to RHUL
as an 'addendurnr' ro be included in thr: Í'rnal Èsscssnlent of tlre plans with negard {o thc criteria
ilgrcc*l r'.,ith thr: Ministry ttf Transport. The linitl rcsp(lrrsr-r rvill hc cu ordinated rvith PT()s and

ctntirmectr as Íicrr-ln as pcrssitrle -

ilol flre r<tgirnvtl fntud firaflr:Êefttetrrp/crn the crriÍr:ritxr ir+ rls á-oÍltxvs:

Llo ttrc neesure:t Íí't íril in llte rcrgional ftaud nwnaqêilrcnt plan lbnn o qooi brrsi,r ttr

tnàttrge fluud rí.sks nnrl sultportin1t (urlotncr rr.r-r,icr' processes v,'iílt lhe 1lrc'i?tLt Mlfnn
C.Ia.r.sir.' O\t-Ohipkaan in Rotterdam írris-rÍ-r,i.r tur?l"r! _{ruwl lcvvls) itt tle ntríod l;cn'.'e,':rt

!nm^,;.ler to ttt t:-til:keling onlv :^ilttatitttt euul thc lEf i.rlntrion Í'lonnín!! iíífu:-lona ttnil 200t)i!

I1rr tlre prajett plan [he critcrion is:

ít it rru"srmaltle to expu:! u t:rnnplíanl tnign.ttirttt Ttltur b+,June 2009?

The agreement rvith the Ministry of 'fransport tbresct:s tÍiitt, rl'lh.'plan,: rlrt rtlrï rï]ceÊ the criteria.
Tl.S and ttET rr'ilt havu. lhe oppo*unitv tn assesri àhe recommendatious made b.v RHUÍ. tnd
indicatc vrhelhr:r antl hor'.. su{h rcci}lnÍrrcnrlatirtns rvill t:e accepted. Both t,ill be made part of the

ITHUL revieu, and final report.

As agrcctf *rith R!:l[][. this rrsponsc fccuses on í-he tre'st í5 points of page ]1 of ihe draft report.
wttich surcnnarize r-hr.: rrrrrst íntBr:r{arrt recornrllcnd+tíonri rvit}t rcspcut to rhc cnvis{tÊ,rr1 u'ititdrarryal nf
papeí tickels in Rotterdam. We rvill pror.'ide commetlts fbr each of these points.

L Prttvide cleor q.t:;uranrce thal dr4sÍoflrsrï t+'ill not sulfer fiwtncial /oss Lrec:nt,r.re of P'l'\il

This rccr:*rmcndaÍion dor:s lrot regard lhe dtv;urnents as such. Wc confinned thal cuqtolncrs woulc
nct suffer Íinancial losr rlrrc lo Fotcnti&f sccrrriÍy/fritrrÉ issuqr;. We have inFs:ny]*rj RH{ll. r.rf thr:

agr$(:fflent between thu fuÍinistry oË-'liansport and {he IvIOs rvith regard to'revenue neuuality'.
meaning thilt on averag€ custorrÈers rvill pay the sarne f'or the kilometre-hascd OïtChiltfutart as they
wctul<l for thc zonc-hasctl .rrrrppenl;cnrt.

\/'l .0 7.1
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2. Provide decr gwida.nce le culilon ers on a$p€cís o.f securtl1i Drirracl' and ruspected fnuul

\Ve s,ill takc up this n:conmendation on two lcvels;
" As part of the ovemll sccurity Frogram TI.S will malie available such inf-omrati<ln tr: the puhlic

,"rn her rvebsitc,
- A tblder with inÍbrrnati.on *'il? hc rnadc available fbr customcrs at the pniflt-r'lt-*ages and serr,ice

ïr**ations of RF.T-

-1. Clearly ideutdt' the <kr:ision nuking /du'tid.r in all plnns and ín the Decisiott Francwark

We rvill clarify thc plans rvhcrc necessÍuy and ibltow this thruugtr in later deliverables as rvell {such
as the Decision Frarnework),

4. Intpt'ove the level ot'detail in !lu' nc:x! revisiott oJ- rhe rcgional fruud ntrrí.a,gênteflt plun and
int:lwtring SRM ittfit nnation

[n thc or.crili srcuri{y projrxt rve *'ill report t('! PTOs in detail rvith rrgard t<'l traud and Slron-tcrnr
Rcnrcdial N'tcasures in October 1008. l'ïndings irncl dccision ',vill he incltrded in our i.*raud

I\4anagcrncnt Pltrt* (htrth regiortal and national). rvhich rvill bc updat€d everv three months.

i. ffecssess and if netesutn- rruirc the pruitr:t pkm titttt:sc:alet uruI pntject phasing

Wc ucknrtrvl(KtÈ,c thc l'act thÊt the timescales are a:nbiti<-rus. r'speciallf in Lhe lighl rlf ti:c nccrl rrr

involve various parties in thr: tlcciiions that rnusthe ralicit- Aftcr cach phrtr.c lht: pn;.1:r:t plan rvill hc

updated. agld detailed tbr the nexl phitsc. lVht:n nciccssarJ'|$,1: u'ilt prcrporr: aclditirrnal resources ot
uhangcs l.íl thc contents of the plan. \\íe note that the tirst nrigration plan rvill f'cr--us olr !.hc sc'curirr
requirements rvhile kecping thc furntional spccifications constilnl. Frrr furure instances ol' the
arigration plan rve fbresee thar ch'anging b$siness ruluircmcn(s can be taken into accounË. This
*pprorrclr is dcscriÍrcd in our letter of I August rvhete rve subnritted our rlocurnents firr rcvir:w.

6- l'nttkle detail on tlrc tard.rt'íecÍiou suD+a.sks v,ithin the ptajecr p[un

We rccognir-c thc shoícorrtings of thc phasing of this task anrl har.c mude the adjusrmentÍi set our
below.

lVe have ta[ien the foÍlowing :itcps (r) con)o to rt shortlist of thrce potcntiai succ€ssor.c:
- TNC has provided us rvith a long-list of cards based on an opcn cryptoEaphy. krking into

acc('unt the nervc.st insights frorn the Mitare Classic hack-
- \\tith internal and external eKperÍs lve hilve set out knock-ou{ criteria, cvaluation critr:ria rn<J u

weighting of these crite ria.
Wc havc scorcrl thc carcls orr thc lrrng-list nnd ntatic it rht.rílist ol'three cards,

- 'f'his methrrdology has becn rcvicr,',ctl by'l'NO anrJ qornments rvill he tRkcrr inar.r ;rcr:r.:un(.

vt.íl 24
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Thc next litcps are tlre fbllowing
- 't'a&in-q i*{(r lrccount cun€nt functional spe{:iÍications as rvell as the 'new' assessrnent ol'securitv

risks. a High l-*vcl desig.n oí dre security iw'hitcrtun-' frrr cach of lhesc threc potential

succcs$oÍs !s made by e.xperts from ThalesTransport and'['haks sccterity. itncï niih suhstantinl

assistance ol: potential chip supplier under supervision rrf TLS'
- Evaluation of the three solutiosln (cerd plus high level tlesigtn) hf intcnraÍ ;nd cxtcrnal er.perts.

Rccrrrrrrncndation on the solu{ian ro OOC (the dlrectors oÍ FLS ancJ l"t'Osl hy-'l'l .li, ag*in

Íeviervcd hy'fNO.
- fèeuierv of deliverable b.r' fÈ Hï Ií . as agreed with the iltinis{i1' of 'liansprrrt.

7. Ensure thal llrcre i,r nn e-ffet:tive lisual afii couttet{eit ïrte$$iltr rtn the runl

r\s discussed in t'rur teleplrone conÍ'ercnc:c. thc cards all have a laser engraved lI]. We iue currently

asu+ssing r,vhcthcr \\'c citn issue all our nerv cards rvith huh,rgSrphic Írril as part of ahe Jrrolect for the

Short -t'errn lteme<Jial Mcasrrrr:s. hr certain fraud sceniuios \r.c: mity also n:p[act: earcls aln:ad1'

issue'rl.

8" Ensute tlwt tic/i.r:t in:tqacl:'trl; lut+r: Dofialtle rcader deviteg t:nil! ilrc tnirutd in {lulr ustpr:

This has ítcen dolte and v,'ill be celn(inuctl ttrt rt rt:gular llasis..

g- Ensure ÍlrrrÍ dle enforcenntnt siltttt!íntt is t:leurlv utulcrsÍrod artcl tttttutturtkated

'l'his rvill lrc dttnc :rnd continued on I regular hasis, urnrrn;l.s? ttltturs ils purt crl tltc iiltolctrrcrrliorlcd
[oltícr u,ith n:lcvarrt infrrrn:a[itrn- RET is olthc opinit-rn thlrt Íiaurl rvilh thi: (-]V Chi;:k;rart is sirrrilur

ro manipi.rïation of r:x isling prip(:r ha:ir:tÍ tickets-

lil \dentí,{1' and intplcnttn! lhe altack 4,pe/tt'cquur.:! deÍer'tíon rcport: nwl tlulisli':nl rcprtr{t thaí
v;íII evan1*rr1íy.ftieil itrkt tln l-ltcision Fravtework

This is part of the Fiaud monitoring proj*:i. Suhsían(inl rcsuits art: ltlartncrl ítrr f)cïrlhc'r ?Q0R. aticr
which tht: resulís will fct-'d inkl rrur updated (regional und na{ional} frturd man:tgement plans.

I I Collett tl,lese reparts antl tle[íver to P'l'Os unrl Venï{ as pn4xtsul in lhr rtpottitrg sr:t'lfum ol- thr'

rc gi rnnl .frau d nuurq4r.men! p ktn

This will he done as described 1n thr: Ê(otlsrdan: fr+turl trtanitgcrncnt plan.

12. t\nctlt'st the tr:ports us inpu! inut tlx: ntíg,ruttirvt pktn un<l migrulirn trí.ggrrrr

This is icrdeed ouÍ inteot and rve will include it explicitl;" in the update of the project plan for the
nex[. grhase {due in October}-

13. {dake d quailtitative tvmparison betuteen ()V-Chípkaat't antl paper ilcket Jtttud tt! l'T1Ál

'lïis rvill h* done as clcrcribed in thc Í{otlcrdanr iiaud mar,"age,rnen( plan.

v t.0 25



Rotnt. I-[ot-g.ormv, tjNrvensrrt'(.)1. Lr]\t)oN; lnftrrrrtatirrtt Security Croup - Srnan Card Cenhe

!4. Me1surc tht time/cost of lutntlling t'ariotts stages at uu uptoit-rcport and Predict handling

capacities and hest r€sponse tíme$

Currently there is an ovcrcapacity íor analysis. But this may change as the systern is rullcd <rul

acrrrss the Netherlands and the abilities ol'frauclslcni increasc- tÍe rvill includc a specihc evaluation
ári part oí che National lïratrd Management Plan (Januar:- ?0091.

/5. Jirmara there arc adequate facilities to tríul, tesl unri rceilualtt c'ritic:al elentents t{ Ihe new tard
tu:lmulog,t, untl infrustnt:tilre pr[Dr to lhe MPM

We n,ill include prototyping of critical elements in our plirnning for lhu third phasc. Wr: rvill use ouÍ
c:xtensive cxperienc:s anri frcilitics that r.ve har,e built up rvith regard Í.o acceptamce tests- integrittion
tests *nd certifïcation tests in {he rcgrrlar OV Clipluurt progratnme.

I 6. lletnafuing p<tittt:;.

We appreciate the revierv as a nl:ole and will integftlc thc rqmuining pr.rints whcre íhc-r aru

applicnhlu in tltc Cutun: t{eli r,*railles of thc l)íogranrnle.

J:

\\íc trul,t tlnl {his arlrlcnriurn (() rlr.lÍ plan-\ rnÈL'ts vou:'requirentents- Shilulri tt:cre bc tny
misundemtanding in this respecl.. rse ilFc atr,ailablc fcrr ltflht:r clrtrificatir:n,

v t.0 '') (-
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Review RHUL

Ceachte hccr Kok,

Dc stacisregio Rottcrci.rnr heer bi; dc-- st.:,ttssecretins r+rr \rerkeer e.r \tJ.rtersiaei bii tr,(f
van 26 oktcber 2OO/:el veÍzoe( ingediend om hei f'iVB rn de llr:tterd;,msc-r'riellq utt te
retten.l)e st.eatrsecretaris heeft rr: he;:r brier van 25 a::gustus l0OB *ogrrral: het

cverzicht v.tn eisen flege\rer, '.1,;nr;:;:n ucld,':;ln rnaetzijn voord;li ann het uerzoek'JÀi- il-.l

ifartsregio Rotterciann voldarr kar worder.

Eer van de:e criteria berreít het- aspect ber,eiligi::g De beoordeline dt-, , +&W va'r dit
aspectvindt in dit stadium plaatsdoc'rcv?eu, v<1. {i) hct reg,onaa; nrigraiieplan
(Éraucjebehecrs;ng) en (2) hr.-t plar van aanpÀk voor dc realisatie van het bereikelr van
rrigratiegereedheid conform de RtlUi. contrfl-exDertise van april 2O08 V&W siell
goedke'rring van u\,,/ aarvÍed6 afhankelÍik v,rr zewel de voodgang op hct landc,iike vla<

els in de reEio Rotte rd.l.r

Bcide plandocLirnenten ziin inmiddels dcor Royal Iloíloway Uaivcrsity London (RliUL)
getoetst. TLS en RLT heÈrben tijdens de revicw doof RllUL een reeks vfager \.an RHU:
beantwoord. D€ze antwoorden heeft RHUL betrokken bi1 het finalisererr val hêáí
íappoítagc 'Revic$/ of the P'oject Plan and Rcgional Fraud rnanageËeilt Plarr by RHUL'
van I september 20O8. Op dinsdag )il september heeft VenW de inhovd van iit rê.ppo(
mei ït-S besproken en oF vnidag ?6 septemberisde rapporta6e van R,l-lUL oÍderdeel van
hesprekrng geweesÊ die ;k met mev!'ouw Balieu íSliR) en de heer Peters (RF'Íj he:: ,qeharl

Orr tct een afrondend o<lrdeel te komen over het criterium beveiliging, leg i< het
volgende aan Tl-S en R€T vcor-

DÈrêclor{Àl-Geneí{al Mobiliiêit

Pcstbu.i 209r)1. 250C {X Oer l-l;.iE

&erce'r;ore; Plesm;nrve6 1-É, Oer Ha;91

i$,: tL:,r r rti l'*rhlr 9 Oi ïLi ?; !.'r1r' ílJ:.:fl f\ o[ T:t l'Jrnft 1'! r,r,,r! il:tc " l" i

TÊ,Pfcnn in?íJl 151 ri i{)
Í:Jt {C/0,1 351 ,r051

F-m;.rl lasp.nr N'll*scr. rrrnrer,rt nl

lrtemei rrr!,rw veíkeeránN;tÊ,sa.llt 1l
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f)e co:rclusies en aanbevelingen uit de rapportage van het RHUL komen er in hcoÍdlijnen
op neeqdat de plannen ir liin li6gen metde criteria die door VenW zijn Eesteld en die i:r
het rapport v.rn de contra expertise ziin benoemd. RHtrL adviseeÉ daarbii een vierlal

zei<erheden te rrragen. lk neem drt advies over eE verzoek u mu1 zekerheid te geve'

ilï:J,a 
onderstaande punten. door mri een gezamenftrke schriÍteliike reEctre te s'-uren

: i !.terbevestigd u;c'rdt de: het migratiepian niet later dar: jurri 2CO9 gereed lr c"n le'
toetsing aan RHUL kar: worden aatlgebocieF

2) Bevertigd wordt det de door u gehantecrde kernbegippen zoals MPM, SRM,

project plar'ï en migratÍon plan lnhoudeliik overeenkomen met de dcfínities er
verduidelijkingen die RHUL geeít ir het contra-expeítise rapport (april 2008) en

haar review (september 20OB).

3) Bevestigd wordt dat de periode tussen Rotterd.rrnse beërnr1Íging van hct NVB en

he.t opleveren r,an het migratieolan niet langer dan zes maanden 7al bedregen,
.i) Sevestigd rryordt dat het f'audcrnana6emett canforrn het n:gion.rre

fr.:rrdemanagement plan oper.'rttoneel zal ztln voordai het NVtl daad'u'.'crkeliik z.rl

worden uitgezet, inclusief de desbetreffenie 'obligations' dic in de 'cview zijn

beschreven overeer,komstig u'ol antwoord rn Appendix /t.

Cezren Ce door u gevraagde termijn verzoek ik TLS en REï rz een gezamenlijke reac'.ie mrt

voor 7 oktober 2008 de gevraagde zeke'heder te ver:ch,lÍíen. lk verzoek u daarbi! levecs

aan te geverr r,,retke conirolenechanismerr binren uvr en Ce overige betr+kker ctrganireiies

u,rorden gehanteerd on: te verzekeren dal biiivertd ;rtn ce gerteide eiten zal I'rorden
voldaan Orn deze r€ier: stuur ik deze brief .:rot asn :le h<'e'r Peier: r.an RET

Voor'5 oktober 2G{JBzal ik,,: vcrvolgeits laten #€ten of u'.t inhouderi,ke rr"actie :rti;
voicjoende zekerheid geeí1 om het uiÊzetten van !:ct NVB in de Rotterdarnse -''e'-o riet ;it
te ste?ten csn redenen var beverliging.

Fen afschrift van Ceze brref :tuur ii< aan de Stadsregio Eotterdam

f,Íet vriendelijke groet

DE DIRECTM.-C EilERAAL Í4OBII-ITE'T

Crs s Rielshfl
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ROvRt. HCrt.t.on'.qy. iJt\'n,ERsn'y or Louuont: Iní'orntatirrn Security' Clraup - Sm:rrt Crtrcl Ccntrc

Àppend.ix À

Draft resp{rnse Éo the RHUI, revierv of Lhe Pnoject. ['la* ansd

the Rotterdam F'raad Managernent Plue

3 .Septenrher Zt!í)li

General renrurks

This resptrnse concerns rhe I{HUL report "Rcvicu rtf t.lrc Pnlet:t P/rlr and Regiotza! F'tuutl
Management PJan" antl ta-tcing int<l accorrnt (hc rcmarks made in a clarilying telephone: confcrence

rrí I .Septen:her 2008. This response does not speh lo crlrnrncnl thc RIïttï- revieru. but outlines
rvhcrc a*d horv thc Projccr Plan and the Fraud Management Plan rvill hc improved in response to
t.hc revicw. This dnrft rrl$ÍNrnse lras been prepared bv TLS anrJ RL, t and is mtxlc avrtilahlc to RIItll
as an 'irddendurn' to be inchrdfil in ttrc firral ilslressrnetlt of the ;:lans rvith regard to the critcrit
agroed rvith ihc'. Minisu-.r- of Transport- The Íinal respon$(: rvill bcr r:rr onlinated r';ith FTOs and

confirmrxl as sotrÍr as grssihlc'.

I'or the regioual liaud tnanaqemenl plal the critt:ritrrt is :rs Íollorvs:

I)a ile nullesur.:s .rc! ont itt the rcgictnal f'raud managernent plorr lonn c gttod }rr.ri.,i lrr

rr.unrR.! fntud risks arul xupportitt1 (uslonwr sr'tt,ice /rroce.rJes rr,iÍll tlie pn:sent Mi.[Hrt

C'larsrc ?li-Chipkaarl in Rofietdaar {r,is-ri-r,is ('urr..nt fraud levclsl in llu periad hetu'eert

tnnsler to iln ( lickt,ting onh silua!fun und tltt fuIigrzttiott Plamilng Milestone (nid 2(.lO9J:)

[:itr thc prr.r,1eil plen. lht: r:ritcrirtn ir:

Is i! rca.tonahle kt ct-rpe<:l u ctttnpliun! migraliotr plcn I>1',íutte 2049?

'lhr: agrcernent with thc N,lini,stry oll 'l'ransport lbrcsrx:s that. il (h.' plirnr: rlo n<ll nrr:ct thc criti:ria.
TLS and RËT will have the opportunity to assess the recommendations made bv RHUI-, and

indicatc whether and how such rccclrnnendations u.ill hc acce;:ted. Br:th rvill hc' rnade part of tl're

ïRHIIt,rcvicrv lnd Íïnal Ícpofl.

As agreed with RïIIJL this response focuses on àe tlrst t5 poinLs of pagc.2l otthe draft report-
which summariec thc nlost iÍilportant r!*cornmcndaÍirrns rviÍh rurpcct to the r:nvisirged rvi(hdrírv.,al r.rf

paper Êickets in Rotterdam. We will provide comnrents fbr each rtf thcse poinLs.

1 . Pntvídc clt:ur rts,ïuranc:e that c.uitírnrer:í will not suffer.linancíal loss beco.t+se af P'l'\ï

'lhis recomrnendatioo does not regard the documents as such. We confirmcd thaÊ customers rvould
not sulfer financial loss due to potenrial sccrrrily/frarrrl issuE:ri. We have infonzned RHUL o{'thr
agrccnrcnt hcturccn thc Ministry o['Íïansport and the PlOs rvith rcgard to 'revenue neuuality'.
tneaning that on ilvcràge customeni rvill pay the same tbr the kilonretre-based O\tChipkadrÍ as the)"
rvould for the zone-hasal strtppenkaart.
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Roral.HolLow'Ày. l-iNtvnRsrrïoFLrrrunor: lnfilnnutiorr Sccurity Gruup ,SrrtanCardCent'e

;?. Frtn,ide clear gaitlctttce to Cysa(ttllr:; ott !Àsíter:ts ry'.secttrfn', 1-rr-r,,'ar'; attd suspected li'aud

\lJe will lake up Eris recomrttcnclation on trrlo lesels:
- As part of thc rrvcrtll securit,"* program'lLS rvitl rz*,k'c;rvnilablc srrch infoilna(iort to thr: puhrlic

rrn her website.
A folder rvith intbrmaLion r'.'iIi hr: rr:ade availabie Íbt'customers at th€ t]oint-ot-siles a:ld sen'icc
Í r.rca(itrrr:i of RIï.T

l. {lturly idcntif1,thtt detision tnahn!] F(n'riífr in tll ptans und in the f)et:ísion l;mmcu'ork

We rvill clarlty the piaurs whcrc acccssary and l-ollorv this through in laterde[iverables as wetr! (.such

as (lrc: Decisir.rr: Fl arltelvorki.

4- {ntpro+-c tlrc Level of detail in th.c. nrxl n:;'isiln o.l'íhe rt:,4ilnvil lruwl nrct,:'l.tyenÈÍr! plan atul
i n c !w{ ing S Il.M in ftt nru n ion

ln tÍrc ovctall security project r,vtr rEill rcp(lí to Ír'[{)s in detail rvith rcg,aril tu írrtud;rnd Shirrt tcrrn
l{q:rnr:dilrl fi4c:r$rrrr:s irr C)cto[rer 3008. ]rindings lnrl dr:cision rvilI hc inr:lurled in orrr !-rirrrd

!Ílnagemcnt []lans (hoth rcgioeral aud national), rr,'hich rvil[ bq updated everv three mcrctl'ls.

.t ltrrassrr.r.r artzi if.rrer:r:.s.rdr-\' rel,ua thc prcirc:t Jtlut tirrxt sc.ales und pnfier:t phar,rr)rrt

\trre ackflori'lecíge the fuc( lhar tlx: tirttcscalcr arr anrbitious. cspcciallv in the li.qhe of lhr: rrc:r,:cl trr

involve r':rrious parties itr ihe decision:i thrtl tttttsl ttt: llkcn. Aftcr cach plritsr: lhr: prrtie,r:l plan w'il1 hr:

uptl*trxl. anrf detailerí tbr the ne.rt phasc. Whr,:n nr,:r:r.'ssiirï $?'r: rvill prop<,rsr: ildditiona? rcsourcc:i {)t
changcr; t+ €h(: c(-rrttcÍrls oí dle plan. \Àte note (hat the Íirst migradon plaa v",ill i'cr:us +n thr-. securitl
lequirements rvhile keeping ths luncíirrnal spccifir:atioÍrs {})ïtstaÍrt" f;rlr l'uture :nstaaces of the
rnigÍiltiiln pl{* rvr: ftrrcsee tirat changing husiness requiremenls cen bc taken into accourrt- e=his

apprr-rach is rJescribtrcí irr ttur lctter of I August rsherr' n'e suilnrZtted our clocunrcnÍs Ítrr rcr,icrv-

íi. Prcwiàr: detuil tn the cunl selet:lit.ttt u{b-t(r$kr tvíthí,, thl project plan

ï'lrte recograize the shortccrrnings ol' thc phasinil oí this €;rsk ;trtrl ttitvc rnadt: tht: adjtrstments set oul
[:clow.

\4fe have taken tl'le follorving steps [o corn$ tg a shr.rrtlist r:f th.ree poíential soccessor\:
TNO has provided us n'ith a long-list of cards based on an open crvptoEraphy. (lkíng inlo
ácc(Junl {hc: acwc,sl lnsight.s frr'rnl ;.}re Mifarc Classic hack.
With internal and extemal experts rve have sel out knock-out critcria, cvalrrfldor] critcria anci I
wcighting of th(,r$e critcria-

- Wc hitve srxtrecl thu car<ls on th.: l(lng !ir;É arlÍl ÍÍradc a ril:urllist oÍ'three cards.
- This methodoiogy has becn revicn'ct! by'I'N{-} ztnd comments rvill he taken irltar ícc(}unl.
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Rovar. Hou-owAy. LlNtvb,Rsrry ()[j I xrmoirt: lntbrmation Scc;unl y (-inrup Srnafl iltrd (-'errtrc

'i'hc ru:x( stcps arc rhc ftrllowing:
- Tirking into acc<runt crrffcnt functional specilÏcations as rvell as Lhc 'ncw' Íts$sqsment of securitv

risks, a High l-.er.el dcsign o[ rhe security architerturc for cach of thesc lhrcx polenliaÍ
successors is rnadc hy experus from'l'hales Transp<ln and Thales security, a*d with substantial

iïssistance of pot'entiat chip-supplier undcr supervision of 'tLS.

Evaluation of thc thrce solutions (card plus high lcvel design) by intemal and external €xperts.

- Recommendttion (tn the solution to DOCI ((hr: rtirxlors oí I'1,S and Pl'Osl by TLS. again

revierved by TNO,
Rcr.iew of deliverable by RHUI, ts aper'd with the Minis:qv- of Transport.

7- Iinsure thilt there is an eftb.ctive visual cutti counterJ'eit ,fleasurc on the L'ard

As disc$ssed in orrr telcphonc conference, the cards all have a lirscr cngravcd ll). Wc crc cuffeÍltl!'
assessing whether $f€ can issuc tll ()ur ncw carcls rvitlt holographic tbit as part ol'the projclc{ for thc:

Short Term Renredial Measures. In ceíirin frtud scqtarios r','c nra.v also rq:lace cards already
rsstltxl.

8. En,run: thu tk:kel il.rperïrrrs htn'e' ponable reuder derice* utd are íruined in thcir ustge

'l'tris hrr..i hei:n rlttnc and will bc crrrttinued on a regulur basis.

9. lirrs&rc that the eqlorcement situatiott is clrurlv uncler";hxnl and *nnnunicaÍed

'fhis u,ill be done *n<l c()nlinucd on ir rcgular hasis. i;unongs( others as part trl the ubcrvei*cn(iqnc:cl

tblder with relev:.rnt informatiqrn. Ríi l' is of tltc rrpiniou that fïaud rvith thrr O\''-Chipkaart is similar
to rnanipulation rrf existing paper hnsed tickets.

l0- ldentifi ond inplentent the allark l_vpelfrct1uenc1, de[ectíon reports sntl slctÍistit:ul report,- Ihat
will ev,entualty fëed into the l-)ecision F'nnnt:urtrk

't'his is pafl of thc Frautl monitt:ring, project. Substantial results iuc pliurned Íbr October 2fi)tt, alter
lvhich the results lvill leed into rrur r.rprlatcd (rcgional and national) fraud nrarragerncnl grlans.

I I. Collec:t these reports and deliver to [t'I()s ond VenW us pwrposei in Íhe rcponíug se<:íioï, oJ'the
regiotnl .fraucl nwnage.nwnl plnn

'fhis will he done as descrilrcd in the Ronerdam fiaud rnanagement plan.

I2- Analyse the reports as input ilfta the migiratíon plau and migration tlrggers

Í'tris is indepd ouÍ iiltÈilt und n'e rvill include lt expliciely in tle update rrf thc pnticct plan frlr lhc
ncxt phasc (due in Ocoohcr).

l.J- Make a quÍntil.rlivt: t:ctmp[risott ltelvtecn OV-Chiltkuutl aml paper ti<:ket.fruud at P'l'!ï!

'Ihis will be done :x described in the Rotterdam fraud n:anagement plan.
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14- Measure tlrc tímclt:ost a[ hartdling uarioa.r stages +f' an exploit-rcport and predict hawltring
capacities arul hest response. tine.s

Currently ctrerc is an overcapaciíy tbr analysis. 8ut this may chamge rs the system is r<rllqxl out
across rhe Netherlands and the abilities of fraudsters incre.*se. \ïe will include a snccifïc evaluation
ns pert of thc Natitrnal F-raud lv{unagement Plan (Januarl'2009}.

15. Ensure there arc adequnte facilities to trial. test uwJ e+talunle r:ritic.ul elemenft dthe nc.w ntnl
tet:hnology ane! infrastrut:ture prior to the MPM

We will include prototyping of crirical elements in our planning for the third phase. We will use our
cxtcrrsivc cxpcricncc and facilitics thst we have huilt up with reg,ard to flcceptance rests. integration
tests and certitisation tests in the regular OV-(hipkacrt programmc.

16- llemainÍng pctints.

We appreciatrr the levierv irs r rvhole and will integrate the remlining points where tlreyr :re
;rpplicnblu in th<: í'uturc delivcr&bles rlf thc pntgritrr:mc.

\Ye tnrsl tlrat Íhis irddcnriunr to ('rrrr;rlans rrrccts yrrr.rr rcquirr:rncnls. Should (herc trr: ilnr
rrrisundcrrtlncting in this respect. $È irrc ar,ailablc lï-rr ÍirÉherclarilication.

vt.0 26


